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_____________________________________________________________  
  
Policy Title: Data Protection  

Responsibility:  Lead Executive   

Review Body:  Board of Trustees  

Date:  May 2018  

Review:  May 2020  
    

RATIONALE  

Rye Academy Trust (the Trust) acknowledges that it is necessary to collect and use certain types of 
personal data about staff, pupils, parents, volunteers, trustees and other individuals who come into 

contact with the Trust and its academies, and to use data to fulfil obligations to stakeholders, the 

Department for Education, local authority and other bodies.  The Trust and its academies will deal 
with all information properly in whatever way it is collected, recorded and used – on paper, biometric, 

electronic/digital, or recorded on other material.  The Trust regards the lawful and correct treatment 

of personal data as very important to successful operations and to maintaining confidence between 
its stakeholders, those with whom it deals with and to itself.  We will ensure that personal data is dealt 

with lawfully and correctly and organisational methods for keeping data secure are in place supported 
by clear practical policies and written procedures. To this end, the Trust fully endorses and adheres to 

the principles of data protection, as detailed in the General Data Protection Regulations (GDPR). This 

policy is in place to ensure all staff are aware of their responsibilities and outlines how the Trust 

complies with the core principles of the GDPR.   

  

References to staff or pupils at an academy shall include all employees undertaking services in relation 

to an academy nursery, being a provision to provide care and education for children between the ages 

of 2 years and 4 years, where appropriate.  References to headteacher includes executive headteacher 

and acting headteacher as relevant.  

  

This policy does not form part of any employee’s contract of employment and it may be amended at 
any time. Any breach of this policy by employees will be taken seriously and may result in disciplinary 

action and serious breaches may result in dismissal. Breach of the GDPR may expose the Trust to 

enforcement action by the Information Commissioner’s Office (ICO), including fines. Furthermore, 
certain breaches can give rise to personal criminal liability for the Trust’s employees. At the very least, 

a breach of the GDPR could damage our reputation and have serious consequences for the Trust and 

for our stakeholders.  

  

DATA PROTECTION PRINCIPLES  

Personal data is defined as data which relates to a living individual who can be identified directly or 

indirectly from that data or other information held. The GDPR applies to both automated personal 
data and to manual filing systems.   

  

Sensitive personal data is personal data revealing racial or ethnic origin, political opinions, religious or 

philosophical beliefs, or trade union membership, the processing of genetic or biometric data for the 

purposes of uniquely identifying a person, data concerning health or data concerning a natural 

person's sex life or sexual orientation.  
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All members of staff employed by the Trust are required to adhere to the six data protection principles 

set out in Article 5 of the GDPR:  

  

1. Personal data is processed lawfully, fairly and in a transparent manner in relation to 

individuals;  

2. Personal data is collected for specified, explicit and legitimate purposes and not further 
processed in a manner that is incompatible with those purposes;   

3. The personal data is adequate, relevant and limited to what is necessary in relation to the 
purposes for which it is processed;  

4. The personal data is accurate and, where necessary, kept up to date and reasonable steps are 
taken to ensure that inaccurate personal information is erased or rectified;  

5. Personal data is kept in a form which permits identification of the individual (data subjects) 

for no longer than is necessary for the purposes for which the personal data is processed;  

6. Personal data is processed in a manner that ensures appropriate security of the personal data, 

including protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical or organisational measures.  

  

Processing is defined in the GDPR as collecting, recording or holding the information or data. It also 
covers the carrying out of any operation on the data to include:  

• Organisation, structuring, storage adaptation or alteration.  

• Retrieval, consultation or use.  

• Disclosure by transmission, dissemination or otherwise making available.  

• Alignment or combination, restriction, erasure or destruction.  

  

TRUST PRACTICE  

The Trust will operate through appropriate management and the strict application of criteria and 

controls in order to:  

• Notify the ICO that we process personal data and when procedures change or are amended.   

• Notify the ICO of a personal data breach within 72 hours of us becoming aware of a breach 

unless a breach is unlikely to cause a risk to the rights and freedoms of data subjects.   

• Observe fully the conditions regarding the lawful, fair and transparent collection and use of 

personal data.  To achieve this, we have in place and use privacy notices.  

• Meet legal obligations to specify the purposes for which personal data is processed.  

• Collect and process appropriate personal data, and only to the extent that it is needed to fulfil 

operational needs or to comply with any legal requirements.  

• Maintain internal records of the categories of personal data processed and the lawful basis for 
the processing.   

• Ensure the quality of personal data used and shared.  

• Not keep personal data for longer than is necessary for the purposes for which it is processed.  

• Ensure that the rights of people about whom personal data is held, can be fully exercised 

under the GDPR.  (These include: the right to be informed why personal data is being collected 

and how it is being processed; the right of access to an individual’s personal data; the right to 

rectification where it is inaccurate or incomplete; the right to erasure in certain specified 
circumstances; the right to restrict or object to processing in certain circumstances; the right 

to data portability.)  

• All recruitment and vetting checks (including Disclosure and Barring Services records) are kept 

in a safe central place and are kept in accordance with safeguarding protocols.   
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• Take appropriate technical and organisational security measures to safeguard personal data.  

• Ensure that personal data is not transferred abroad without suitable safeguards.  

• Treat people justly and fairly whatever their age, religion, disability, gender, sexual orientation 
or ethnicity when dealing with requests for personal data.  

• Set out clear procedures for responding to requests for personal data.  

• Secure methods for safely disposing of all electronic and paper records.   

• Ensure photographs of students at the academies are not included in any Trust or academy 

publication or website without specific consent.  

• Ensure that where CCTV captures or processes images of identifiable individuals it is done so 

in line with data protection principles.  

• Ensure that there are appropriate technical and organisational measures to demonstrate that 

personal data is processed in line with the principles set out in the GDPR.    

  

The Trust will also ensure that:  

• There is someone with specific responsibility for data protection within the Trust and at each 

academy.    

• Everyone managing and handling personal data understands that they are responsible for 
following good data protection practice.  

• Everyone managing and handling personal data is appropriately trained to do so.  

• Everyone managing and handling personal data is appropriately supervised.  

• Queries about handling personal data are promptly and courteously dealt with.  

• Methods of handling personal data are clearly described.  

• A regular review and audit is made of the way personal data is held, managed and used.  

• A breach of the rules and procedures identified in this policy may lead to disciplinary action 
being taken against the members of staff concerned.  

• When information is authorised for disposal it is done appropriately.  

  

Sensitive Personal Data  

The Trust will be processing sensitive personal data about our stakeholders.  We recognise that the 

law states that this type of data needs more protection.  We must therefore be more careful with the 
way in which we process sensitive personal data.    

When sensitive personal data is being processed, as well as establishing a lawful basis for processing 

the personal data, a separate condition for processing it must be met. In most cases the relevant 
conditions are likely to be that:  

• The Data Subject’s explicit consent to the processing of such data has been obtained.  

• Processing is necessary for reasons of substantial public interest, on the basis of Union or 

Member State law which shall be proportionate to the aim pursued, where we respect the 

essence of the right to data protection and provide for suitable and specific measures to 
safeguard the fundamental rights and the interests of the Data Subject.  

• Processing is necessary to protect the vital interests of the Data Subject or of another 

natural person where the Data Subject is physically or legally incapable of giving consent.  

• Processing is necessary for the purposes of carrying out the obligations and exercising 

specific rights of the Data Controller or of the Data Subject in the field of employment law 
in so far as it is authorised by Union or Member State law or a collective agreement 

pursuant to Member State law providing for appropriate safeguards for the fundamental 

rights and the interests of the Data Subject.  

The Trust recognises that in addition to sensitive personal data, we are also likely to process 

information about our stakeholders which is confidential in nature, for example, information about 
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family circumstances, child protection or safeguarding issues.  Appropriate safeguards must be 

implemented for such information, even if it does not meet the legal definition of sensitive personal 

data.  

  

Biometric Data  

Academies in the Trust may process biometric data as part of an automated biometric recognition 

system, for example, for cashless catering or photo ID card systems where a pupil’s photo is scanned 

automatically to provide him or her with services.  Biometric data is a type of sensitive personal data. 
Where biometric data relating to pupils is processed, the relevant academy must ensure that each 

parent of a child is notified of the school’s intention to use the child’s biometric data and obtain the 

informed, written consent of at least one parent before the data is taken from the pupil and used as 
part of an automated biometric recognition system.  An academy must not process the biometric data 

if a pupil under 18 years of age where:  

• the child (whether verbally or non-verbally) objects or refuses to participate in the processing 

of their biometric data;  

• no parent has consented in writing to the processing; or  

• a parent has objected in writing to such processing, even if another parent has given written 

consent.  

Academies must provide reasonable alternative means of accessing services for those pupils who will 
not be using an automated biometric recognition system.  The Trust will comply with any guidance or 
advice issued by the Department for Education on the use of biometric data from time to time. The 
Trust and / or the relevant academies must obtain the explicit consent of staff, trustees or other data 
subjects before processing their biometric data.  
  

Criminal convictions and offences  

There are separate safeguards in the GDPR for personal data relating to criminal convictions and 

offences.  

It is likely that the Trust and its academies will process personal data about criminal convictions or 

offences.  This may be as a result of pre-vetting checks we are required to undertake on staff, and 

trustees or due to information which we may acquire during the course of their employment or 

appointment.    

In addition, from time to time we may acquire information about criminal convictions or offences 

involving pupils or parents.  This information is not routinely collected and is only likely to be processed 

by the Trust in specific circumstances, for example, if a child protection issue arises or if a parent / 

carer is involved in a criminal matter.    

Where appropriate, such information may be shared with external agencies such as the child 

protection team at the Local Authority, the Local Authority Designated Officer and / or the Police.  

Such information will only be processed to the extent that it is lawful to do so and appropriate 
measures will be taken to keep the personal data secure.  

This policy will be updated as necessary to reflect best practice or amendments made to the GDPR 
and guidance from the ICO.  

  

POLICIES RELATING TO DATA PROTECTION  

This policy is integral to the Trust’s operations where such operations necessitate the processing of 

personal data. It is also applicable to all Trust and academy policies which necessitate the processing 
of personal data.  
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RESPONSIBILITY  

Trustees are ultimately responsible for data protection and implementing the appropriate technical 
and organisational measures to demonstrate that personal data is processed in accordance with the 

GDPR. The day to day management of complying with this responsibility has been delegated to the 

Interim Executive Director Resources.  The Trust has also appointed a Trust Data Protection Officer 
(Trust DPO) as required by the GDPR.  

 

DPO Contact Details:  

Write to Rye Academy Trust, The Grove, Rye, East Sussex TN31 7NQ 

Tel No: 01797 222545 

Email: office@ryeacademytrust.org  

  

 The Trust DPO is responsible for:  

• Informing and advising the organisation and its employees of their obligations to comply with 

the GDPR.  

• To monitor compliance with the GDPR such as managing internal data protection activities, 

advising on data protection impact assessments, training staff and conducting internal audits.  

• First point of contact for supervisory authorities and for individuals whose personal data is 

being processed.  

• The DPO should be involved, in a timely manner, in all issues relating to the protection of 

personal data. To do this, the GDPR requires that DPOs are provided with the necessary 

support and resources to enable the DPO to effectively carry out their tasks. Factors that 

should be considered include the following:  

 senior management support;  

 time for DPOs to fulfil their duties;  

 adequate financial resources, infrastructure (premises, facilities and equipment) 
and staff where appropriate;  

 official communication of the designation of the DPO to make known existence 

and function within the organisation;  

 access to other services, such as HR, IT and security, who should provide support 

to the DPO;  

 continuous training so that DPOs can stay up to date with regard to data 

protection developments;  

 where a DPO team is deemed necessary, a clear infrastructure detailing roles and 
responsibilities of each team member;  

 whether the Trust should give the DPO access to external legal advice to advise 

the DPO on their responsibilities under this Data Protection Policy.  

• The DPO is responsible for ensuring that the Trust’s processing operations adequately 

safeguard personal data, in line with legal requirements. This means that the governance 

structure within the Trust must ensure the independence of the DPO.  

• The Trust will ensure that the DPO does not receive instructions in respect of the carrying out 

of their tasks, which means that the DPO must not be instructed how to deal with a matter, 

such as how to investigate a complaint or what result should be achieved. Further, the DPO 
should report directly to the highest management level, i.e. the board of trustees.    

• The requirement that the DPO reports directly to the trustees ensures that trustees are made 

aware of pertinent data protection issues. In the event that the Trust decides to take a certain 
course of action despite the DPO's advice to the contrary, the DPO should be given the 
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opportunity to make their dissenting opinion clear to the board and to any other decision 

makers.  

 

• A DPO appointed internally by the Trust is permitted to undertake other tasks and duties for 

the organisation, but these must not result in a conflict of interest with his or her role as DPO. 

It follows that any conflict of interests between the individual's role as DPO and other roles 
the individual may have within the organisation impinge on the DPO's ability to remain 

independent.   

• In order to avoid conflicts the DPO cannot hold another position within the organisation that 

involves determining the purposes and means of processing personal data. Senior 

management positions such as chief executive, chief financial officer, head of marketing, head 
of IT or head of human resources positions are likely to cause conflicts. Some other positions 

may involve determining the purposes and means of processing, which will rule them out as 

feasible roles for DPOs.   

• In the light of this, the Trust will take the following action in order to avoid conflicts of 

interests:  

 draw up internal rules to this effect in order to avoid conflicts of interests which may 

include, for example, allocating some of the DPO’s other duties to other members of 
staff, appointing a deputy DPO and / or obtaining advice from an external advisor if 

appropriate;  

 include a more general explanation of conflicts of interests;  

 declare that the DPO has no conflict of interests with regard to his or her function as 

a DPO, as a way of raising awareness of this requirement.  

 include safeguards in the internal rules of the organisation and ensure that the job 

specification for the position of DPO or the service contract is sufficiently precise and 

detailed to avoid conflicts of interest.  

  

The responsibility for data protection at each academy has been delegated by Trustees to the 

headteacher of the academy. In order to assist headteachers with the discharge of these 

responsibilities, academy data protection leads (academy DPL) will be appointed for each academy.  

  

The headteacher and academy DPL will be responsible for:  

• Implementing this policy and ensuring that staff at the academy are aware of their data 

protection responsibilities.  

• Monitoring and auditing academy data protection activities.  

• Being the first point of contact for dealing with requests from individuals whose personal data 
is being processed by the academy.   

• Alerting the Lead Executive and Trust DPO where there has been a security breach in relation 
to personal data held at the academy.  

  

INDIVIDUAL RIGHTS  

1. An individual has the right to be informed about why personal data is being collected and how 
it will be processed. A privacy notice must be provided at the time the data is collected which 

complies with the individual’s rights as detailed in the GDPR. Where the service is offered 

directly to a pupil, the privacy notice will be in clear and plain language to ensure that the pupil 
can understand it. Where it is not possible to provide the privacy notice at the time the data 

is collected, it will be provided as soon as is reasonably possible. Where a privacy notice has 
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been provided prior to the implementation of the GDPR, the privacy notices will be refreshed 

where they are not GDPR compliant prior to 25 May 2018.   

However, the Trust wishes to adopt a layered approach to keeping people informed about 

how we process their personal data.   This means that the privacy notice is just one of the 

tools we will use to communicate this information.  Trust employees are expected to use other 

appropriate and proportionate methods to tell individuals how their personal data is being 
processed if personal data is being processed in a way that is not envisaged by our privacy 

notices and / or at the point when individuals are asked to provide their personal data, for 

example, where personal data is collected about visitors to academy premises or if we ask 
people to complete forms requiring them to provide their personal data.  

2. Individuals have a right to access their personal data, once their identity has been verified, 
within 1 calendar month of the request. Such a request must be responded to within 1 month, 

this period may be extended to 2 months where the request is complex, but the individual will 

be kept informed. The individual has a right of complaint to the ICO where the request is not 

complied with in this time frame.   

3. Where the information is inaccurate or incomplete, the individual has the right to request 
rectification. Where the information has been disclosed to a third party, rectification of 

personal data will also be advised to the third party. The request for rectification must be 

responded to within 1 month, this period may be extended to 2 months where the request is 
complex, but the individual will be kept informed. The individual has a right of complaint to 

the ICO where the request for rectification is not actioned.  

4. An individual may request the deletion or removal of their personal data where:  

i) The personal data is no longer necessary in relation to the purpose for which it was 

originally obtained.   

ii) Consent for its use is withdrawn.  

iii) The personal data was unlawfully processed.  

iv) The personal data has to be erased to comply with a legal obligation.  

The Trust may refuse to do so because the personal data is necessary to comply with a legal 

obligation, public interest task, exercise of official authority or defence of legal claims. Where 

the processing of personal data causes damage or distress to the individual, especially a pupil, 

the Trust will give greater weight to such a request.    

As a pupil may not fully understand the risks involved in the processing of data when consent 

is obtained, special attention will be given to existing situations where a pupil has given 

consent to processing and later requests erasure of the data, regardless of age at the time of 

the request.  

5. An individual can object to processing where the condition for processing relied upon by the 
Trust is the performance of a task in the public interest such as the provision of education in 

the public interest. The Trust will only continue to process where there are compelling grounds 

for doing so which override the right of the individual or there are legal reasons for processing.   

6. Individuals can restrict the use of the personal data by the Trust where the accuracy or use of 

the information is contested and the Trust has yet to make a determination. Use can also be 
restricted where processing is unlawful or no longer necessary but the personal data is being 

retained for legal reasons. Where personal data has been disclosed to a third party, they will 

be informed about the restriction on the processing, unless it is impossible or involves 
disproportionate effort to do so.   

7. The Trust will also provide the individual’s personal data in a portable IT format so that it can 
be used by the individual.   
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Details of the individual’s rights will be included in the privacy notice provided by the Trust to pupils, 

parents, staff, contractors and volunteers.  

  

Consent to Processing by an Individual  

In some circumstances, the Trust may rely on consent as the lawful basis for processing personal data.  

Consent will not always be needed as often another lawful basis for processing personal data will 

apply.  An individual may consent by virtue of a positive, clear, specific affirmation to processing. 

Where a pupil is under the age of 13, the consent of parents will be sought prior to the processing of 
their data unless another lawful basis for processing the personal data applies.  In the event that we 

require consent for processing personal data about pupils aged 13 or over, we will require the consent 

of the pupil although, depending on the circumstances, academies should consider whether it is 
appropriate to inform parents / carers about this process.  Consent is likely to be required if, for 

example, an academy wishes to use a photo of a pupil on its website or on social media.  Consent is 

also required before any pupils are signed up to online learning platforms.  Such consent must be from 

the parent if the pupil is aged under 13.   When relying on consent, we will make sure that the child 

understands what they are consenting to, and we will not exploit any imbalance in power in the 
relationship between us. An individual is entitled to withdraw consent at any time.  A record of the 

consents provided will be maintained.    

The consents relied upon prior to the implementation of the GDPR will be reviewed. Where they are 

not GDPR compliant, they will be refreshed in accordance with the requirements of the GDPR.   

  

Request for Personal data (Subject Access Request)  

Any individual who makes a request for access to the personal data we are processing about them is 

making the request under the GDPR.   

Requests from parents in respect of their own child will be processed as requests made on behalf of 
the Data Subject (the child) where the pupil is aged under 13 (subject to any exemptions that apply 

under the Act or other legislation).  Where a parent or carer makes a request for access to the personal 

data held on their child, it may be necessary to obtain the consent of the child prior to the request 

being complied with if the child is aged 13 or over if there is no other lawful basis for sharing the 

personal data with the parent (subject to any enactment or guidance which permits the Trust to 

disclose the personal data to a parent without the child’s consent).  If consent is not given to 

disclosure, the Trust shall not disclose the personal data if to do so would breach any of the data 

protection principles. If there is a court order in place which relates to information regarding any pupil, 
that order must, regardless of other circumstances, be observed.  

It should be noted that the Education (Pupil Information) (England) Regulations 2005 do not apply to 

academies so the rights available to parents in those Regulations to access their child’s educational 
records are not applicable to academies in the Trust.  Instead, requests from parents for personal data 

about their child must be dealt with under the GDPR (as outlined above).  This is without prejudice to 
the obligation on the Trust in the Education (Independent School Standards) Regulations 2014 to 

provide an annual report of each registered pupil’s progress and attainment in the main subject areas 

taught to every parent (unless they agree otherwise in writing).  

  

Dealing with a request for personal data   

The following procedures will be followed in relation to a request for personal data:  

1. A request must be made in writing (which includes the use of email). Following receipt of any 
written request for personal data, the member of staff must forward it to the Trust DPO, the 

academy headteacher and academy DPL (where the request is received at academy level).  

Reasonable adjustments will be made in relation to requests from individuals who suffer from 
a disability as defined in the Equality Act 2010.  
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2. If the Trust or the academy cannot identify the information required from the initial request 

it will be referred back to the requester for clarification.  

3. The Interim Executive Director Resources and the headteacher must be confident of the 

identity of the individual making the request; consequently, the requester may be asked to 

provide evidence of identity. Where the request concerns the personal data of a child, this 

evidence will be required in addition to proof of relationship with the child.  

4. An individual only has the automatic right to access information about themselves.  Requests 

from family members, carers or parents of a minor will be considered.  The Interim Executive 

Director Resources or headteacher will have responsibility for ensuring the child’s welfare is 
appropriately considered in deciding whether to comply with a request.  In the event of a child 

having sufficient capacity to understand (normally age 13 or above) the headteacher should 
ask the pupil for their consent.  There may be circumstances in which a child can refuse their 

consent to a request.  

5. The response time in relation to a request by an individual for their personal data is 1 calendar 
month from the date of the request. Where the request is complex or involves a large volume 

of information, the period can be extended to 2 months but the requester will be advised 
where this is the case.   

6. All files will be reviewed before any disclosure takes place.  Under no circumstance will access 

be granted immediately or before this review process has taken place. This will ensure that 

only personal data of the requester is disclosed and the Trust and academy’s safeguarding 

responsibilities are complied with.  The Trust will consider whether any exemptions apply to 

the personal data that is requested.  If so, the exempt information must be properly redacted.  

7. Where information has been provided to the Trust or an academy by a third party, for example 

by the Local Authority, the police, a health care professional or another school, but is held by 

the Trust or an academy it will be usual to seek the consent of the third party before disclosing 

information.  This must be done early in the process in order to stay within the 1-month 

timescale.  Even if the third party does not consent, or consent is explicitly not given, the data 
may be disclosed if it is reasonable in all the circumstances to do so.  In these cases, it may be 

appropriate to seek additional advice of the Trust DPO.  

8. The requester will be provided with the following:  

• Details of the personal data that the Trust or academy holds;  

• Copy of the personal data;  

• Purpose(s) for which the personal data is processed;   

• Recipients and third parties with whom the personal data is shared;  

• If data has been withheld, the requester will be given an explanation as to why and details 

of who to contact in the event of a complaint.   

Please see the ICO website (https://ico.org.uk/) for independent guidance.  

9. Any personal data that could cause serious harm to the physical, emotional or mental health 

of a pupil or another person may not be disclosed, nor should information that would reveal 

that the child is at risk of abuse.  The same stricture applies to information relating to court 

proceedings.  

10. Where all the data in a document cannot be disclosed, the data will be obscured from the 

document or it will be retyped if appropriate.  In any event a copy of the full document (before 

obscuring) and the altered document will be retained together with the reason why the 

document was altered (for audit trail purposes).  If there are concerns about the disclosure of 

information, then additional advice will be sought.  

11. Information can be provided by post (registered mail) or using electronic means.  The Trust / 
Academy should take steps to ensure that the personal data is shared securely.  Any codes, 

https://ico.org.uk/
https://ico.org.uk/
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technical terms or abbreviations will be explained.  Any data which is difficult to read or 

illegible will be retyped.  

12. The GDPR applies only to living individuals.  

  

MANAGEMENT OF PERSONAL DATA  

1. The Trust and academies maintain personal data in accordance with the GDPR principles and 

the practices detailed above.  

2. The Trust and academies are aware of the categories of information processed and ensure 

that the personal data processed is necessary for the processing activity and complies with 

the conditions for processing as detailed in Article 6 of the GDPR and, in the case of sensitive 
personal data, Article 9 of the GDPR.  

3. Personal data is retained for as long as is necessary in order to satisfy the purpose for which it 

is collected or in order to comply with a legal obligation. Retention periods for personal and 
other data is detailed in the Trust’s document management and retention policy.  

4. Personal data processed by the Trust and its academies in a paper format is held securely 

within the relevant Trust site.  

5. Personal data processed by the Trust and its academies in a digital format is held securely in 

accordance with the Trust’s IT policy.   

  

PRIVACY BY DESIGN AND PRIVACY IMPACT ASSESSMENTS  

The Trust will act in accordance with the GDPR by adopting a privacy by design approach and 

implementing technical and organisational measures which demonstrate how it has considered and 
integrated data protection into processing activities. Staff will be trained accordingly.  

Where appropriate data protection impact assessments (DPIAs) will be used to identify the most 
effective method of complying with the Trust’s data protection obligations and meeting individuals’ 

expectations of privacy. DPIAs will allow the Trust to identify and resolve problems at an early stage, 

thus reducing associated costs and preventing damage from being caused to the school’s reputation 
which might otherwise occur. A DPIA will be carried out when using new technologies or when the 

processing is likely to result in a high risk to the rights and freedoms of individuals.  The GDPR obliges 

us to conduct DPIAs in respect to high risk processing.  

We will also undertake a DPIA as a matter of good practice to help us to assess and mitigate the risks 

to pupils.  If our processing is likely to result in a high risk to the rights and freedom of children then a 
DPIA should be undertaken.  

A DPIA must include:  

• a description of the processing, its purposes and the Trust’s legitimate interests if appropriate;  

• an assessment of the necessity and proportionality of the processing in relation to its purpose;  

• an assessment of the risk to individuals; and  

• the risk mitigation measures in place and demonstration of compliance.  

  

DATA SECURITY  

1. The Trust has taken steps to ensure that appropriate security measures are taken against 

unlawful or unauthorised processing of personal data, and against the accidental loss of, or 
damage to, personal data. Data Subjects may apply to the courts for compensation if they 

have suffered damage from such a loss.  

2. The GDPR requires us to put in place procedures and technologies to maintain the security of 
all personal data from the point of collection to the point of destruction.  

3. We will develop, implement and maintain safeguards appropriate to our size, scope, our 
available resources, the amount of personal data that we own or maintain on behalf of others 

and identified risks (including use of encryption and pseudonymisation where applicable). We 
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will regularly evaluate and test the effectiveness of those safeguards to ensure security of our 

processing of personal data.   

4. Members of staff and trustees (“Data Users”) are responsible for protecting the personal data 

we hold. Data Users must implement reasonable and appropriate security measures against 

unlawful or unauthorised processing of personal data and against the accidental loss of, or 

damage to, personal data. Data Users must exercise particular care in protecting sensitive 
personal data from loss and unauthorised access, use or disclosure.  

5. Data Users must follow all procedures and technologies we put in place to maintain the 

security of all personal data from the point of collection to the point of destruction. Data Users 
must comply with all applicable aspects of data security as detailed in this policy and the 

Trust’s IT policy and procedures and not attempt to circumvent the administrative, physical 
and technical safeguards we implement and maintain in accordance with the GDPR and 

relevant standards to protect personal data.   

6. Data Users must be aware that it is a criminal offence for someone to knowingly or recklessly 
obtain or disclose personal data without the Trust’s consent (or to ask someone to do it on 

their behalf) and / or to retain it without our knowledge (for example, if a member of staff 
accesses personal data about pupils or other members of staff without our consent and / or 

shares that data with people who are not permitted to see it).  It is also an offence to sell or 

try to sell such personal data.   These offences will also be treated as disciplinary issues in 
accordance with the Trust’s HR policies.    

7. It is the responsibility of all Data Users to work together to ensure that the personal data we 

hold is kept secure.  We rely on our colleagues to identify and report any practices that do not 
meet these standards so that we can take steps to address any weaknesses in our systems.  

Anyone who has any comments or concerns about security should notify the Headteacher of 
the relevant academy or the Trust DPO.  

8. Paper records   

• Personal data held in hard copy format will be kept in locked filing cabinet, drawer, 
safe or similar in order to mitigate the risk of theft, damage or destruction.    

• Personal data held in hard copy format will be kept in locked filing cabinets to avoid 
unauthorised access. Staff should not remove personal data out of the Trust or 

academies. A clear desk policy is advisable in relation to personal data to avoid 

unauthorised access, theft or loss.   

• The academy premises must be locked securely to avoid unauthorised access, theft 

and loss. The security arrangements and procedures must be detailed in the 
academy’s health and safety or premises management procedures.  

The physical security of the school’s buildings and storage systems, and access to them, is 

reviewed on a termly basis. If an increased risk in vandalism/burglary/theft is identified, extra 
measures to secure data storage will be put in place.  

9. Digital records  

• Personal data held digitally is coded, encrypted or password-protected, both on a local 

hard drive and on a network drive that is regularly backed up off-site, where possible.   

• Wherever possible, ensure that personal data is not stored on the hard drive of any 
laptop, PC, or mobile storage device including memory sticks, phones, tablet device 

or CDs. Where personal data is saved on removable storage or a portable device, the 
device will be kept in a locked filing cabinet, drawer or safe when not in use.   

• Ensure that the personal data is subject to robust password protection regime with 

PCs locked to prevent unauthorised use when the user is away from their desk.  

• Memory sticks will not be used to hold personal data unless they are password 

protected and fully encrypted.  
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• All electronic devices are password-protected to protect the information on the 

device in case of theft.   

• Where possible, electronic devices are enabled to allow the remote blocking or 

deletion of data in case of theft.   

• Staff are provided with their own secure login and password, which is regularly 
changed.   

• Ensure that the server environment (where relevant) is kept clean and managed to 

prevent access by unauthorised personnel.   

• Ensure that there a Trust and academy business continuity plan in relation to 

electronically held information.  

• Emails containing sensitive or confidential information are password-protected if 

there are unsecure servers between the sender and the recipient.  

• Circular emails to parents are sent blind carbon copy (bcc), so email addresses are not 

disclosed to other recipients.   

• When sending confidential information by fax, staff will always check that the 

recipient is correct before sending.   

• Where personal information that could be considered private or confidential is taken 

off the premises, either in electronic or paper format, staff will take extra care to 

follow the same procedures for security, e.g. keeping devices under lock and key. The 

person taking the information from the school premises accepts full responsibility for 

the security of the data  

• Before sharing data, all staff members will ensure:   

 They are allowed to share it.  

 That adequate security is in place to protect it.  

 Who will receive the data has been outlined in a privacy notice.   

Under no circumstances are visitors allowed access to confidential or personal information. 

Visitors to areas of the school containing sensitive information are supervised at all times.  The 

Trust’s IT policy should be reviewed further details on digital security and steps to be taken in 
the event of a digital breach.  

  

BREACH OF DATA SECURITY  

In the event that there is a breach or suspected breach of data security within the Trust’s central 

operations or at an academy, the issues shall be managed as detailed below. A personal data breach 

(PDB) is a breach of security leading to the destruction, loss, alteration, unauthorised disclosure of, or 

access to, personal data whether in paper or digital format.   

1. Where the PDB occurs at an academy, the member of staff must inform the headteacher and 

academy DPL immediately.   

2. The Interim Executive Director Resources/DPO must be informed immediately by the 

headteacher or academy DPL.  

3. The DPO will:  

a) Identify the issues and the extent of the breach as a matter of urgency.  

b) Speak to all the parties involved in the breach.  

c) Take the necessary steps to limit the extent and impact of the destruction, loss, 

alteration, unauthorised disclosure of, or access to, personal information whether in 
paper or digital format by either securing the appropriate IT systems where the breach 

is digital or the appropriate physical precautions where the information is held 

manually.    
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d) Secure the appropriate forensic investigation to ascertain the extent of the breach.   

e) Agree a communication strategy to deal with the PDB.   

f) Report to the police if appropriate.  

g) Keep records of the response.  

h) Notify the Information Commissioner’s Office within 72 hours of the breach if 
appropriate.  

i) Consider the events that resulted in the PDB and the protocol which needs to be put 

in place to avoid future issues.   

The ICO will be notified within 72 hours of the Trust becoming aware of a breach where the breach is 

likely to result in a risk to the rights and freedoms of the individual and if unaddressed it is likely to 
have a significant effect on the individual. The notification will include the following information:  

a) The nature of the personal data breach including categories and number of individuals 

concerns and the categories and numbers of personal data records affected.   

b) Name and contact details of the DPO.  

c) Description of the likely consequences of the breach; and   

d) Description of the measures taken or proposed to be taken to deal with the breach and the 

mitigation to limit any adverse effect.  

In addition, the individuals affected by the breach must also be notified if there is likely to be a high 

risk to the rights and freedoms of individuals.  

  

PUBLICATION INFORMATION  

The Trust’s publication scheme, detailed in the Trust’s Freedom of Information Policy, outlines the 
classes of information that will be made routinely available, including:  

• Company documents  

• Policies and procedures  

• Annual reports  

• Financial information  

Classes of information specified in the publication scheme are made available quickly and easily on 

request.  

The Trust and its academies will not publish any personal information, including photos, on its website 

without the permission of the affected individual unless doing so would be consistent with the data 

protection principles.   

When uploading information to the school website, staff are considerate of any metadata or deletions 
which could be accessed in documents and images on the site.   

  

CCTV AND PHOTOGRAPHY  

1. The Trust and its academies understand that recording images of identifiable individuals 
constitutes as processing personal information, so it has to be in compliance with the GDPR 

and the ICO’s Code of Practice on surveillance.    

2. Where CCTV is used at an academy, the academy must notify all pupils, staff, contractors and 
visitors of the purpose for collecting CCTV images via signage and it CCTV policy.  

3. Cameras must only be placed where they do not intrude on anyone’s privacy and are 
necessary to fulfil their purpose.  

4. All CCTV footage will be kept for up to six months for security purposes; the headteacher is 

responsible for ensuring that the records are kept secure and for allowing access.   

5. Each academy will always indicate its intentions for taking photographs of pupils and will 

obtain consent from the parent or pupil as appropriate in order to take the photographs and 
before publishing them. Where the academy wishes to use images/video footage of pupils in 
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a publication, such as the school website, prospectus, or recordings of school plays, written 

permission will be sought for the particular usage from the parent of the pupil.  

6. Precautions are taken when publishing photographs of pupils, in print, video or on the school 

website.     

  

AUTHORISED DISCLOSURES  

The Trust will only disclose data about individuals if one of the lawful bases apply.    

Only authorised and trained staff are allowed to make external disclosures of personal data.  The Trust 

and its academies will regularly share personal data with third parties where it is lawful and 

appropriate to do so including, but not limited to, the following:  

• Local Authorities;  

• the Department for Education;  

• the Education & Skills Funding Agency;  

• the Disclosure and Barring Service;  

• the Teaching Regulation Agency;  

• the Teachers’ Pension Service;  

• the Local Government Pension Scheme;  

• our external HR provider;  

• our external IT Provider;  

• HMRC;  

• the Police or other law enforcement agencies;  

• our legal advisors and other consultants;  

• insurance providers / the Risk Protection Arrangement;  

• occupational health advisors;  

• exam boards;  

• the Joint Council for Qualifications;  

• NHS health professionals including educational psychologists and school nurses;  

• Education Welfare Officers;  

• Courts, if ordered to do so;  

• Prevent teams in accordance with the Prevent Duty on schools;  

• other schools, for example, if we are negotiating a managed move and we have Consent to 

share information in these circumstances;  

• confidential waste collection companies;  

• Independent Admission Appeal Panels  

• Independent Review Panels  

• Our trip organisers  

  

Some of the organisations we share personal data with may also be data controllers in their own right 

in which case we will be jointly controllers of personal data and may be jointly liable in the event of 

any data breaches.  

Data Sharing Agreements should be completed when setting up ‘on-going’ or ‘routine’ information 

sharing arrangements with third parties who are Data Controllers in their own right. However, they 
are not needed when information is shared in one-off circumstances but a record of the decision and 

the reasons for sharing information should be kept. All Data Sharing Agreements must be signed off 

by the Trust DPO who will keep a register of all Data Sharing Agreements.  

  

The GDPR requires Data Controllers to have a written contract in place with data processors which 
must include specific clauses relating to the way in which the data is processed.    It will be the 
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responsibility of the academy entering into the contract to ensure that the GDPR clauses have been 

added to the contract with the data processor.   Personal data may only be transferred to a third-party 

data processor if they agree to put in place adequate technical, organisational and security measures 

themselves.  

In some cases, data processors may attempt to include additional wording when negotiating contracts 

which attempts to allocate some of the risk relating to compliance with the GDPR, including 
responsibility for any Personal Data Breaches, onto the Trust.  In these circumstances, the member of 

staff dealing with the contract should contact the Trust DPO for further advice before agreeing to 

include such wording in the contract.  

  

TRAINING  

We are required to ensure all Trust personnel have undergone adequate training to enable us to 

comply with data privacy laws. We must also regularly test our systems and processes to assess 
compliance.  

Members of staff must attend all mandatory data privacy related training.  

  

DATA RETENTION  

Data will not be kept for longer than is necessary.  Data that is no longer required will be deleted or 

destroyed securely as soon as practicable. Some educational records relating to former pupils or 

employees may be kept for an extended period for legal reasons or in accordance with our insurance 

policies, but also to enable the provision of references or academic transcripts.  

  

COMPLAINTS  

Complaints about the operation of these procedures should be made to the Trust’s DPO where it 
relates to a request made to the Trust and to the academy DPL of the relevant academy where the 

request for data was made to the academy.  The academy DPL will liaise with the Trust DPO as 

appropriate.  The complaint will then be dealt with pursuant to the Trust or academy complaints policy 

as appropriate. Where the complainant is not satisfied with the outcome of the complaint, the matter 

can be referred to the ICO.     

  

CONTACTS   

Anyone with concerns or questions in relation to this policy should contact the Trust DPO by:  

  

• emailing office@ryeacademytrust.org and inserting data protection in the subject box; or  

• writing to the Trust DPO at Rye Academy Trust, The Grove, Rye, East Sussex TN31 7NQ  

  

POLICY REVIEW  

This policy is reviewed every two years by the Trust’s DPO and amendments will be recommended to 
Trustees.   

  

  

  

  


